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PECB Lead Cybersecurity Manager Self-Study Pack
1-year access ⎹ PECB Lead Cybersecurity Manager exam with free retake and

certification cost included

Obtain your PECB Lead Cybersecurity Manager certification at your own pace!

This self-study pack helps you protect your organisation’s digital assets and strengthen
digital trust.

The package includes:

• Comprehensive training materials with practical examples, exercises and quizzes.

• Examination and certification fees.

• A free retake of the exam within 12 months if you don’t pass the first time.

• A 1-year access to PECB Skills, a unique platform with 15-minute capsules across Information
Security, AI, Privacy, and GRC.

Do you prefer to hold live training for your teams either online or at your premises? Contact us
to receive your personalised quote.

The PECB Lead Cybersecurity Manager training programme equips professionals to establish and manage effective
cybersecurity programmes based on international standards and industry best practices. It strengthens organisational
readiness and resilience against evolving cyber threats, preparing participants to take an active role in addressing today’s
complex digital risks.

COURSE & LEARNING OBJECTIVES

Upon successfully completing the training course, participants will be able to:

Explain the fundamental concepts, strategies, methodologies and techniques employed in the implementation and
management of a cybersecurity programme.
Explain the relationship between ISO/IEC 27032, the NIST Cybersecurity Framework and other relevant standards
and frameworks.
Support an organisation in operating, maintaining and continually improving its cybersecurity programme.
Manage cybersecurity risks based on best practices.
Ensure a prompt response and efficient recovery in the event of a cybersecurity incident.

COURSE CONTENTS

The PECB Lead Cybersecurity Manager covers the following competency domains:

Domain 1: Fundamental concepts of cybersecurity

Domain 2: Initiating the cybersecurity program and cybersecurity governance

Domain 3: Defining cybersecurity roles and responsibilities and managing risks

Domain 4: Selecting cybersecurity controls

Domain 5: Establishing cybersecurity communication and training programs

Domain 6: Integrating the cybersecurity program in business continuity management and incident management

Domain 7: Measuring the performance of and continually improving the cybersecurity program

WHO IS THIS SELF-STUDY PACK INTENDED FOR?

This training course is designed for:

Managers and leaders involved in cybersecurity management;
Individuals responsible for the practical implementation of cybersecurity strategies and measures;
 IT and security professionals seeking career advancement and more effective contribution to cybersecurity efforts;
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Professionals responsible for managing cybersecurity risk and compliance within organisations;
Executives who play a crucial role in decision-making processes related to cybersecurity.

Prerequisites
To fully benefit from this training course, participants should have a fundamental understanding of cybersecurity concepts
and management.

ABOUT THE LEAD CYBERSECURITY MANAGER EXAM

Participants can take their online proctored exam within one year of purchase. In your MyPECB account, you can enrol and
select a date and time slot. Once you have passed the exam, you can apply for your PECB certificate. We advise taking your
exam shortly after finishing your course to maximise your chances of success. Should you fail at your first attempt, you have
a free retake of the exam within 12 months of the initial purchase.

Exam duration: 3 hours
Open book format
Number of questions: 80 multiple-choice questions
Language: English (Spanish, Portuguese and Ukrainian on demand)

ELEARNING & EXAM DELIVERY

We will process your order within a maximum of two working days. First, you will receive an invitation from PECB to
create your MyPECB account and confirm your email address. Once this step is complete, we will be able to activate
your training and exam.

This self-paced training pack runs through My PECB. It includes:

Downloadable training materials and exercises;
Interactive quizzes to reinforce learning;
The online exam with second chance should you fail at your first attempt;
1 year access to PECB Skills that offers unlimited access to bite-sized training in cybersecurity, information security,
business continuity, and artificial intelligence and allows you to earn CDP points to maintain your certification.

Important: you have 12 months from your purchase date to sit the exam, use your retake if needed, and submit your
certification application.

Do you need e-learning for multiple users? Please contact us on +32 2 3351236 or send us a
request for a quotation.
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