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PECB ISO/IEC 27035 Lead Incident Manager Self-Study Pack
28 hours study time / 1-year access / ISO/IEC 27035 Lead Incident Manager exam & second chance included

Obtain your ISO/IEC 27035 Lead Incident Manager certification at your own pace!

The ISO/IEC 27035 Lead Incident Manager training provides the knowledge and skills needed to effectively manage
information security incidents throughout their lifecycle. 

✔️ 100% Online and Self-Paced
Access your ISO/IEC 27001:2022 Foundation training anytime, anywhere. Learn at your own rhythm with a flexible selfstudy

format, ideal for busy professionals.

✔️ Exam Included in the Course Fee
Your PECB certification exam is included in the price of the selfstudy package—no hidden costs.

✔️ Official PECB Training Material 
Get comprehensive digital courseware, including over 400 pages of content filled with practical examples, real-life scenarios,

best practices, exercises, and quizzes.

✔️ Free Exam Retake Within 12 Months
Didn’t pass the exam on your first try? No worries—PECB offers one free retake within 12 months of your initial exam date.

The ISO/IEC 27035 Lead Incident Manager training combines theory and best practices to develop the skills needed to
manage information security incidents effectively. Through scenario-based exercises, quizzes, and discussions, participants
learn to detect, assess, respond to, and report incidents while minimizing their impact. Aligned with ISO/IEC 27001, ISO/IEC
27005, and the ISO/IEC 27000 series, the course prepares participants for the certification exam and the “PECB Certified
ISO/IEC 27035 Lead Incident Manager” credential.

WHAT’S INCLUDED? 

A complete set of training materials, that you can download 
Certificate and examination fees are included in the price of this self-study pack 
A free retake of the exam is included in the fees 
The course includes quizzes and exercises that closely align with the certification exam format

COURSE & LEARNING OBJECTIVES

Explain the fundamental principles of incident management
Develop and implement effective incident response plans tailored to the organization’s needs and select an incident
response team
Conduct thorough risk assessments to identify potential threats and vulnerabilities within an organization
Apply good practices from various international standards to enhance the efficiency and effectiveness of incident
response efforts
Conduct post-incident analysis and identify lessons learned

Course Content
The PECB ISO/IEC 27035 Lead Incident Manager covers the following competency domains

Domain 1: Fundamental principles and concepts of information security incident management

Domain 2: Information security incident management process based on ISO/IEC 27035

Domain 3: Designing and developing an organizational incident management process based on ISO/IEC 27035

Domain 4: Preparing and executing the incident response plan for information security incidents

Domain 5: Implementing incident management processes and managing information security incidents

Domain 6: Improving the incident management processes and activities

WHO SHOULD ATTEND?

This training course is intended for

Managers or consultants seeking to expand their knowledge of information security incident management
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Professionals seeking to establish and manage effective incident response teams (IRTs)
IT professionals and information security risk managers seeking to enhance their knowledge in information security
incident management
Members of incident response teams
Incident response coordinators or other roles with responsibilities for incident handling and response

PREREQUISITES

The main requirement for participating in this training course is having a general knowledge of incident management
processes, information security principles, and the ISO/IEC 27000 family of standards.

ABOUT THE ISO/IEC 27035 LEAD INCIDENT MANAGER EXAM

Participants will receive a voucher to take their exam from home or from the office. The exam voucher is valid
during one year. However, we advice not to wait too long between the end of your course and exam.

Exam duration: 3 hours
Open book format
Number of questions: 80 multiple-choice questions 
Available languages : English - French - Spanish and Portuguese 

SELFSTUDY PACK & EXAM DELIVERY

Once we have received your order, we will send you a confirmation email within maximum 2 working days with your access
codes to access your eLearning course. The online access is valid for 1 year. You will also receive an email from the
certification body with your exam voucher, which is also valid for 1 year. Please read the exam instructions carefully before
taking the exam.

Do you need e-learning for multiple users? Please contact us on +32 2 3351236 or send us a
request for a quotation.
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