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PECB ISO/IEC 27035 Foundation Self-Study Pack
14 hours study time⎹ 1-year access⎹ ISO/IEC 27035 Foundation exam & second chance included

Obtain your ISO/IEC 27035 Foundation certification at your own pace!

The ISO/IEC 27035 Foundation training provides a solid introduction to information security incident management, helping
organizations effectively prepare for, respond to, and recover from cybersecurity incidents. Participants receive over 200

pages of training material with practical examples, while the examination fees are included in the course price. The course
also provides an attestation worth 14 CPD credits, with a free exam retake available within 12 months in case of failure.

PEBC ISO/IEC 27035 Foundation Self-Study Course 

• Understand the principles and concepts of information security incident management

• Identify and evaluate the effectiveness of an organization’s incident response capability to ensure security incident
preparedness

• Assist an organization in planning and establishing the necessary capabilities for incident response and management

• Guide an organization in the development and implementation of an incident management plan, including incident
detection, assessment, response, and recovery processes

• Manage and coordinate incident handling efforts to minimize impact and recover from incidents efficiently

The ISO/IEC 27035 Foundation training provides participants with a solid understanding of Information Security Incident
Management processes and the fundamentals of implementing an Incident Management Plan. Through practical examples,
questions, discussions, and exercises similar to the certification exam, participants can develop a clear understanding of the
key methodologies and management approaches. Upon completion, participants can take the PECB certification exam and
obtain the “PECB Certificate Holder in ISO/IEC 27035 Foundation” certificate, demonstrating their knowledge of the
fundamental principles of Information Security Incident Management.

WHAT’S INCLUDED? 

A complete set of training materials, that you can download 
Certificate and examination fees are included in the price of this self-study pack 
A free retake of the exam is included in the fees
The course includes quizzes and exercises that closely align with the certification exam format 

COURSE & LEARNING OBJECTIVES

Understand the basic concepts of Information Security Incident Management
Acknowledge the correlation between ISO/IEC 27035 and other standards and regulatory frameworks
Understand the process approaches used to effectively manage Information Security Incidents

COURSE CONTENTS

The PEBC ISO/IEC 27035 Foundation covers the following competency domains:

Domain 1: Fundamental principles and concepts of Information Security Incident Management

Domain 2: Information Security Incident Management

WHO SHOULD ATTEND?

Individuals interested in Information Security Incident Management process approaches
Individuals seeking to gain knowledge about the main principles and concepts of Information Security Incident
Management
Individuals interested to pursue a career in Information Security Incident Management

PREREQUISITES
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Basic knowledge on Security Incident Management is preferred.

ABOUT THE ISO/IEC 27035 FOUNDATION EXAM

Participants will receive a voucher to take their exam from home or from the office. The exam voucher is valid
during one year. However, we advice not to wait too long between the end of your course and exam.

Exam duration: 1 hour 
Closed book format
Number of questions: 40 multiple-choice questions 
Available languages : English - French and Portuguese 

SELFSTUDY & EXAM DELIVERY

Once we have received your order, we will send you a confirmation email within maximum 2 working days with your access
codes or voucher to access your eLearning course. The online access is valid for 1 year. You will also receive an email from
the certification body with your exam voucher, which is also valid for 1 year. Please read the exam instructions carefully
before taking the exam.

Do you need e-learning for multiple users? Please contact us on +32 2 3351236 or send us a
request for a quotation.

https://www.b2blearning.eu/en/contact-us
https://www.b2blearning.eu/en/contact-us
mailto:info@b2blearning.be
https://www.b2blearning.eu/www.b2blearning.be

