ISO/IEC 27001 Foundation eLearning [ PECB Certified

This foundation-level training provides a clear understanding of the essential principles for implementing and
managing an ISMS in line with ISO/IEC 27001:2022. You will explore the core components of the system, including
security policies, internal procedures, performance indicators, management commitment, internal audit, management
review, and continual improvement.

Course Objectives

By the end of this ISO/IEC 27001:2022 Foundation eLearning course, participants will be able to:

e Understand the importance of information security in today’s evolving threat landscape and recognize its role
in meeting customer, legal, and regulatory expectations.

o |dentify the fundamental concepts and principles of an Information Security Management System (ISMS)
based on ISO/IEC 27001:2022.

e Gain a solid understanding of ISMS components, including policies, procedures, performance measurement,
risk-based thinking, internal audits, management review, and continual improvement.

e Learn the essential steps to implement and manage security controls aligned with ISO/IEC 27001 best
practices and requirements.

e Prepare for the official PECB certification exam and work toward earning the credential: PECB Certificate
Holder in ISO/IEC 27001:2022 Foundation.

e Demonstrate knowledge of the ISO/IEC 27001 framework, its requirements, and the management system
approach to information security.

How It Works: Learn via the PECB KATE App

The ISO/IEC 27001 Foundation eLearning course is delivered through the intuitive PECB KATE app. Once logged in
with your PECB account, you can easily navigate the course sections at your own pace.
You'll have access to:

e Video-based learning covering all key topics

e Structured course materials organized by training days

e Downloadable and editable files (case studies, exercises, answer keys where applicable)

e Interactive quizzes to reinforce your understanding throughout the course

When you're ready, schedule your certification exam online at the time, date, and location that suits you best via PECB
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Exams.

Who Should Attend?

e Managers and consultants seeking to know more about Information Security

e Professionals wishing to get acquainted with ISO/IEC 27001:2022 requirements for an ISMS
e [ndividuals responsible for Information Security activities in their organization

e Anyone wishing to pursue a career in Information Security

Exam and Certification

Multiple-choice exam with 40 questions

Closed book exam

Online exam

Certification fees are included in the exam price

An attendance record worth 14 CPD (Continuing Professional Development) credits will be issued to the participants
who have attended the training course

® |n case a candidate fails the exam, a free retake within 12 months following the initial attempt is included
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